
FIRE LOCAL PENSION BOARD

Meeting date: 14th January 2019

From: Julie Crellin, Director of Finance (S151 Officer)

REVIEW OF FIRE LOCAL PENSION BOARD RISK REGISTER

1.0 EXECUTIVE SUMMARY

1.1 The Fire Local Pension Board follows accepted best practice across 
Pension schemes in formally reviewing Scheme risks at every meeting. 
The Scheme Manager maintains a risk register that is considered to be 
a dynamic document that is updated as and when any developments 
arise that lead to a change in the risks to the Scheme.

1.2 Following work undertaken by the LGPS Local Pension Board, this 
report provides a refresh of the Fire Scheme’s risk register. It includes 
a number of new risks and the impact and likelihood of risks occurring 
(which together determine each individual risk’s score) has also be 
reviewed.

1.3 The updated risk register is presented in Appendix 1. 

2.0 STRATEGIC PLANNING AND EQUALITY IMPLICATIONS

2.1 Good governance and risk management can aid the Scheme Manager 
in ensuring its regulatory responsibilities are adhered to and scheme 
members receive a good service.

2.2 Additionally effective management of risk can assist in ensuring costs 
are effectively controlled. 

2.3 Cost control within the Scheme may have a direct impact on 
employers’ contribution rates. This will have a direct impact on the 
Employers’ revenue budget. 

2.4 There are no direct equality implications arising out of the 
recommendations in this report.



3.0 RECOMMENDATION

Members are recommended to:

3.1 Note the revisions to the risk register of the Scheme and the controls in 
place to mitigate Scheme risks.

4.0 BACKGROUND

4.1 Risk management is a key element of good governance for any 
organisation. The Scheme maintains a dynamic risk register that is 
continually reviewed and updated as and when any developments arise that 
lead to a change in the risks to the Scheme.

4.2 In October, the Local Pension Board reviewed the risk register and agreed 
that this should be refreshed with consideration being given to those risks 
that were most critical to the Scheme.

4.3 Officers from the Scheme have liaised with the Council’s Senior Risk Officer 
to produce a revised risk register that is consistent with the format used for 
the Council’s Corporate Risk Register. This new reporting template has been 
introduced with the aim of:

 Simplifying the structure of the report around the Scheme risk description 
format …There is a risk that…..caused by…..resulting in.

 Improving the visibility of the controls and measures in place for the quarter 
being reported.

 Improving the visibility of the controls and measures being developed or 
implemented during the next quarter reporting period and onwards.

 There is an expectation that improved controls and measures will reduce the 
overall likelihood of the risk occurring and therefore reduce the risk score to 
meet the target risk score. As a minimum, the improved controls will aim to 
ensure that the risk is being managed and the risk rating is maintained and 
does not get worse as the year progresses.

4.4 The number of risks has remained the same however the risks have been 
rearranged within the register to collate risks under the headings of Scheme 
Administration and Governance & Regulation. 

4.5 Following a review of the risks faced by the Scheme, two risks have been 
consolidated, one risk has been refocused. In addition two new risks have 
been added and one old risk has been removed from the register. Finally the 
score attributed to the potential impact and the likelihood of a risk arising 
have been reviewed. The revised risk register is presented in Appendix 1 to 
this report.



4.6 The revised risk register has 12 risks comprising of 1 red risk (information 
security arrangements); 2 amber risks (Pension administration processes 
and timeliness of managing a breach); and 9 green risks.

Consolidated Risks:

4.7 The following risks from the former risk register have been consolidated into 
a new risk in the revised risk register.

Consolidated Risk:
1.1  Information Security 
Arrangements

Risk Score: 15 (5x3)

Previous Risks:
 Cyber Crime / Digital Information 

Security
 Failure to comply with General 

Data Protection Regulations 
(GDPR)

The risks associated with cyber-crime / data security and compliance with 
GDPR have been consolidated into one overarching risk that ensures 
consistency between the Scheme risk register and the corporate risk 
register.

The scoring of this risk is consistent with the score for information security 
arrangements within the Council’s corporate risk register, i.e. impact of risk 
= 5 (most severe) and likelihood of risk = 3 (possible).

New Risks

4.8 Following the review of risks within the Scheme, the following new risks have 
been added to the register:

1.4 Timeliness of Breach Reporting Risk Score: 9 (3x3)

There is a risk that escalation of breaches by employer or the Scheme 
(including breaches reported to the Regulator) may not be conducted in a 
timely manner. 

It is appropriate to manage this risk as a delay in addressing breaches may 
lead to difficulties in resolving the matter. Additionally failure to report a 
breach to the Regulator in a timely manner may, in itself, be a breach of 
regulation. 

2.2 Regulatory Changes Risk Score: 4 (2x2)

There is a risk that the Scheme may, in the future, be mandated to change 
the benefits payable under the Scheme or other such regulatory change. 

It is appropriate to monitor any potential changes in government policy or 
amendments to regulations so that the Scheme can lobby and/or respond to 
consultations to ensure Cumbria’s voice is heard in the decision making 
process. Early identification of potential regulatory changes also enables the 



scheme to develop appropriate plans so as to mitigate any risks to the 
scheme.

4.9 Refocused Risks:

The following risk from the former risk register has been refocused into a 
new risk in the revised risk register.

Reworded Risk:
2.1  Pension Regulator Intervention

Risk Score: 5 (5x1)

Previous Risks:
 Failure to interpret rules or 

legislation correctly

This risk has been reworded and expanded to include the potential for 
Pension Regulator intervention in circumstances such as failure to interpret 
or implement scheme rules or legislation correctly.

The scoring of this risk has also been reassessed to reflect the current 
assessment of impact of risk = 5 (most severe) and likelihood of risk = 1 
(very unlikely).

Risks Removed from the Register:

4.10 Following the review of the register the following risk has been removed from 
the register.

4.10.1 Removed Risk: Annual report and accounts criticised by external auditors

As reported to Council’s Audit and Assurance Committee in July 
2018, the 2017/18 financial statements of the Fund were given an 
unqualified audit opinion by Grant Thornton. The Audited Statement 
of Accounts for the Council has now been published on the Council 
website. It is therefore appropriate to now remove this risk from the 
register, however it may be appropriate to reinstate this risk in the 
future particularly if there are significant amendments to the CIPFA 
guidance to the production of the financial statements and narrative 
statement.

Amendments to Risk Scores:

4.11 Risk: Information Security Arrangements

As noted in section 4.7 above, the scoring of this risk has been 
amended to reflect the score within the Council’s corporate risk 
register i.e. impact of risk = 5 (most severe) and likelihood of risk = 3 
(possible)



4.12 Risk: Pension Administration Processes

The Local Pension Board in October reviewed the performance of 
pensions’ administration by Your Pension Service (YPS). It has 
previously been reported to the Pensions Committee that the 
performance received by YPS fell in April following a restructure 
within the company. Whilst the Local Pension Board noted that 
performance is recovering, the Board requested that the risk register 
be amended to increase the likelihood of there being delays to the 
experience received by scheme members. Consequently the 
likelihood of this risk occurring has been increased to a 4 (likely) (from 
a 3 (possible) in September). It is expected that this will be a 
temporary increase in the risk score and this position will be reviewed 
in the New Year following a review of Q3 performance.

5.0 OPTIONS

5.1 Fire Local Pension Board may either: 
 Note the revisions to the risk register of the Scheme and the controls 

in place to mitigate these risks; or
 Request further information associated with Scheme risks from the 

Director of Finance (Section 151 Officer).

6.0 RESOURCE AND VALUE FOR MONEY IMPLICATIONS

6.1 Good governance and risk management will aid the Scheme in controlling 
costs which will have a direct impact on affordability and therefore on the 
employers’ contribution rate. This will have a direct impact on the Council’s 
revenue budget.

7.0 LEGAL IMPLICATIONS

7.1 The recommendations in the report are for Members to note. There are no 
direct legal implications arising out of the report.

8.0 CONCLUSION

8.1 The revised risk register contains 1 red risk, 2 amber risks and 9 green risks. 
Work continues to either manage or mitigate those risks to strive towards 
achieving or maintaining the target risk score. 

Julie Crellin
Director of Finance (Section 151 Officer)

14th January 2019



APPENDICES

Appendix 1 Cumbria Firefighters’ Pension Scheme Risk Register at December 
2018

Electoral Division(s): *

*  Please remove whichever option is not applicable

Executive Decision No*

Key Decision No*

If a Key Decision, is the proposal published in the current Forward Plan? N/A*

Is the decision exempt from call-in on grounds of urgency? No*

N/A*If exempt from call-in, has the agreement of the Chair of the relevant 
Overview and Scrutiny Committee been sought or obtained?

No*Has this matter been considered by Overview and Scrutiny?
If so, give details below.

N/A*Has an environmental or sustainability impact assessment been 
undertaken?

N/A*Has an equality impact assessment been undertaken?

N.B. If an executive decision is made, then a decision cannot be implemented until the 
expiry of the eighth working day after the date of the meeting – unless the decision is 
urgent and exempt from call-in and necessary approvals have been obtained.

PREVIOUS RELEVANT COUNCIL OR EXECUTIVE DECISIONS

No previous relevant decisions.

REPORT AUTHOR

Alison Clark, Senior Manager - Pensions & Financial Services
01228 226272
alison.clark2@cumbria.gov.uk 

mailto:alison.clark2@cumbria.gov.uk

